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	Reason for change:
	The clause on traffic handling in UPF has two editor’s note related to handling of traffic on N6:
Editor’s note: the way to distinguish the traffic applying N6-based forwarding and traffic applying local switch/Nx-based forwarding in a PDU Session is FFS.
Editor’s note: whether N4 rules (URRs and FARs) for the group-level N4 session applicable to the traffic applying the local switch/N6-based routing is FFS.
This paper proposes resolutions to these editor’s note. The resolutions are based on the following analysis:
· With Nx and local switch, the location of the destination address is known by SMF/UPF (it is related to another PDU Session where the related IP/MAC address(es) are known. Therefore SMF/UPF can be configured with explicit filters (in PDRs) for how to detect that traffic and where to forward it (via FARs)
· For local switch, there are N4 sessions corresponding to PDU Sessions that have PDRs containing the destination IP/MAC address related to the PDU Sessions. These PDRs will match traffic that are handled according to “local switch” in that UPF
· For Nx based forwarding, there is a group-level N4 session that contains the destination MAC/IP addresses corresponding to PDU Sessions served by other PSA UPFs. The PDR(s) of that group level N4 session will thus match all traffic that is destined to UEs served by other UPFs and that should be forwarded on Nx
· For N6, the SMF/UPF typically does not know what MAC/IP addresses are available on the DN via N6. It is thus not realistic to configure the UPF with PDRs containing all the target destination addresses in N6/DN. Instead SMF/UPF would need a PDR with low precedence containing a wild-card destination IP/MAC address. I.e. N6 forwarding is a last resort for PDUs that are not sent via local switch or Nx.
· To manage local switch, Nx and N6 in the same UPF, the following then would apply: When an up-link GTP-U tunnelled PDU comes in from a UE, the packet will match against the PDRs in the N4 session corresponding to that UE’s PDU Session (based on GTP-U TEID). After applying the associated the QERs and URRs the PDU will be sent back to ingress processing again in the UPF. In this 2nd ingress processing the PDU destination address will then match one of the following: 
· PDRs of another individual N4 session (i.e. corresponding to a PDU Session) and be forwarded according to that N4 session’s QERs, URRs and FARs. This is the local switch case where the target UE is served on the same PSA UPF as the source UE.
· PDRs of a group-level N4 session and be forwarded according to that group-level N4 session’s QERs, URRs and FARs. This is the Nx switch case where the target UE is served on a different PSA UPF tan the source UE.
· In order to handle N6 traffic, the PDUs that should be forwarded to N6 also need to be detected in this 2nd round of ingress processing and be matched against a suitable PDR/FAR. The PDR and FAR for N6 forwarding (with wild-card destination IP/MAC address) can either:
· be included in the group-level N4 session as a low precedence PDR. In this case the group-level N4 session will be used for both Nx and N6 traffic, or
· be included in a separate group-level N4 session as a low precedence PDR. In this case separate group-level N4 sessions will be used for both Nx and N6 traffic.
· The principle is illustrated in the figure and “call flow” below
[image: ]
1. Incoming PDU from UE1
2. Match against UE1 N4 session based on GTP-U TEID
3. Processing QERs, URRs and then a FAR that sends PDU to “5G LAN internal”
4. If destination MAC/IP is UE2, a match against UE2 N4 Session will be found
5. Processing QERs, URRs and then a FAR that sends PDU to UE2
6. If destination MAC/IP is a group member UE whose MAC/IP address has been configured in the group-level N4 session,  match against group-level N4 Session will be found. Also match against “wild-card” destination MAC/IP address will match this group-level N4 session
7. Forwarding and QER/URR processing acording the PDR that was matched. The PDR with explicit MAC/IP address associated with FAR for Nx tunnel (5G LAN Nx interface). The PDR with wild-card MAC/IP address associated with N6 forwarding (N6-LAN interface), 

In addition, in the existing text one “5G LAN Nx” should be replaced by “5G LAN Internal”
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**** First Change *****

[bookmark: _Toc4683607]5.8.2.13	Support for 5G-LAN group communication
In addition to N6-based forwarding of user plane traffic for 5G-LAN group communication, the SMF and UPF may support local switch and Nx-based forwarding:
-	Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G LAN group;
-	Nx-based, where the UL/DL traffic for the 5G-LAN communication is forwarded between PSA UPFs of different PDU sessions via Nx. Nx is based on a shared User Plane tunnel connecting PSA UPFs of a single 5G LAN group.
Editor's note:	The way to distinguish the traffic applying N6-based forwarding and traffic applying local switch/Nx-based forwarding in a PDU Session is FFS.
The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G LAN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via Nx and other packet flows are forwarded to N6.
[bookmark: _GoBack]The local switch and Nx-based forwarding methods require that a common SMF is controlling the PSA UPFs for the 5G-LAN group.
Editor's note:	The above text may be updated based on eSBA outcome.
To enable local switch in a UPF, the following applies:
- 	For UEs belonging to the same 5G VN group and having PDU Sessions that correspond to N4 sessions in the same PSA UPF, the following applies for traffic that is sent from one of these UEs to another one of these UEs: The incoming traffic for one PDU Session will match the corresponding N4 session’s PDR(s) of the source PDU Session (based on GTP-U header information). The traffic is then sent back to classification in that UPF (via the local switch) and will match another N4 session corresponding to the destination PDU Session (based on destination address in the PDU). The PDU is then forwarded to the target UE. 
-	The SMF provides FARs for 5G LAN group members' N4 Sessions (i.e. N4 Session corresponding to PDU Session) with FAR(s) with Destination Interface set to "5G LAN internal" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to again perform classification of packets using the corresponding 5G LAN group relevant PDRs.
-	The SMF also provides PDRs for 5G LAN group members' N4 Session (i.e. N4 session corresponding to PDU Session) with PDR(s) with Source Interface set to "5G LAN internal" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to detect packets that have been sent to classification via the local switch. This is done by configuring the PDRs in the target 5G LAN group members' N4 Session to includes the destination IP/MAC address(es) of these UEs.
To enable Nx-based forwarding in a UPF, the following applies:
-	The SMF provides FARs for 5G LAN group members' N4 Sessions (i.e. N4 Session corresponding to PDU Session) with FAR(s) with Destination Interface set to "5G LAN InternalNx" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to again perform classification of packets using the corresponding 5G LAN group relevant PDRs.
-	SMF creates a group-level N4 session to each involved UPF for forwarding packets to a Nx tunnel. The SMF optionally configures the group-level N4 session for processing packets received from a Nx tunnel. Such a N4 session is created per UPF and 5G-LAN group (i.e. a group-level N4 session not corresponding to a PDU Session).
-	The SMF provides relevant N4 rules (e.g. PDRs, QERs, URSs and FARs) for the group-level N4 session applicable for the Nx tunnel(s) in the UPF. The SMF may provides PDRs for the group-level N4 session with Source Interface set to "5G LAN Nx" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to detect packets that are targeting the Nx-based forwarding as well as for traffic that is to be forwarded via N6. In case of multiple Nx tunnels between different PSA UPFs, the SMF may provide N4 rules corresponding to the different Nx tunnels in a single group-level N4 Session.
-	To match the traffic of the UE(s) whose traffic should be forwarded across the Nx tunnel, the PDRs of the group-level N4 Session includes the destination IP/MAC address(es) of these UEs.
-	To match the traffic of the UE(s) whose traffic should be forwarded via N6, the PDRs of the group-level N4 Session may include the destination IP/MAC address(es) of this traffic, or a match-all filter for the destination address.
-	The SMF may proactively update N4 rules for group level N4-Session to enable correct routing of packets towards UE whose PSA UPF has been reallocated.
-	The SMF may also configure a default PDR in the group-level N4 Session to capture the packets pertaining to 5G LAN group communication with an unknown destination address and a URR to trigger reporting of such events. This enables the SMF to reactively configure relevant PDR and FAR to forward the packets to another UPF via Nx, based on the reports from UPF.
-	Traffic between two UEs that have N4 sessions on the same PSA UPF will not be matched against the group-level N4 session. Such traffic will be treated as per the description for “local switch” above.
Editor's note:	Whether N4 rules (URRs and FARs) for the group-level N4 session applicable to the traffic applying the local switch/N6-based routing is FFS.
Editor's note:	Handling of multicast traffic with local switch and Nx-based forwarding is FFS.
Editor's note:	Whether there is any impact on MAC address learning in SMF/UPF and the ARP/ND proxying features is FFS. Whether and how to support "local switch" without specific SMF involvement, similar to MAC address learning in UPF, is FFS.


**** End of Changes ****
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